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Figure 1: qqwry

{#/A wireshark e, filter EEFRARAMT

http.request.method = 'GET' and http.host = 'update.cz88.net'

M xiaozi &fH&TF tool.lu 2/6



4A P EEEMN

I
m 2 ® XC;Qc-—g'G:?QQQE
[ ‘http. reguest. method == “GET” and http. hest == “update. czB8. net” [X] -]+
No. Time Source Destination Frotecel Length Info
4' 9 0.315597 10.211.55.3 218.60.41.75 HTTP 155 GET /ip/copywrite.rar HTTP/1.1
22 4.098764 10.211.55.3 218.60.41.75 HTTP 155 GET /ip/copywrite.rar HTTP/1.1
32 4.182824 10.211.55.3 218.60.41.75 HTTP 155 GET /ip/qgury.rar HTTP/1.1
11967 76.121959 10.211.55.3 218.60.41.75 HTTP 155 GET /ip/copywrite.rar HTTP/1.1

GET /ip/copywrite.rar HTTP/1.1\r\n

Host:

Accept: text/html,
User-Agent: Mozilla/3.@ (compatible; Indy Library)\rin

\r\n

[Full request URI:

update.cz88.net\r\n
*/*\r\n

[2 Reassembled TCP Segments (133 bytes):
~ Hypertext Transfer Protocol

#7(32), #9(1e1)]

http://update.cz88.net/ip/copywrite.rar]

65 2e 72 61 72 20 48 54 54 50 2f 31 2e 31 ed ea e.rar HT TP/1.1-- ~
48 6f 73 74 3a 20 75 7@ 64 61 74 65 2e 63 7a 38 Host: up date.czs
38 2e 6e 65 74 @d @a 41 63 63 65 70 74 3a 20 74 8.net--A ccept: t
aede 65 78 74 2f 68 74 6d 6¢c 2c 2@ 2a 2f 2a ed ea 55 ext/html , */*.-U
0850 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c  ser-Agen t: Mozil
Pe6@ 6C 61 2f 33 2e 30 20 28 63 6f 6d 70 61 74 69 62 la/3.e ( compatib
2878 6C 65 3b 20 49 6e 64 79 2@ Ac 69 62 72 61 72 79 le; Indy Library
aese 29 ed ea ed ea ) EREN o
Frame (155 bytes)} Reassembled TCP (133 bytes)
@ 7 HTIP User-fzent header (http.user_agent), 52 byte(s) s 224071 - BET: 4 (0,08 LB : Default

Figure 2: wireshark
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Figure 3: copywrite.rar

qqwry.rar #Jgi 512(0x200) MF7, HEMRE copywrite.rar HH) key #ITHRE.
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import
import
import
import
import

struct
z1lib
requests
logging
time

logging.getLogger().setLevel(logging.INFO)

class QQWryUpdater(object):

version_file = "./tmp/qqwry_version.bin"
tmp_file = "./tmp/qquwry.dat”
target_file = "./data/qquwry.dat"”

copywrite_url = "http://update.cz88.net/ip/copywrite.rar"
ggwry_url = "http://update.cz88.net/ip/qqwry.rar"
headers = {

"User-Agent": "Mozilla/3.0 (compatible; Indy Library)",
"Accept": "text/html, */%",

aclassmethod
def update(cls):

DEATE
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curr_version, check_time, update_time = (0, 0, 0)
with open(cls.version_file, "rb+") as handle:
content = handle.read()
if len(content) > 0:
curr_version, check_time, update_time = struct.unpack("<3I", content)

check_time = int(time.time())
copywrite = requests.get(cls.copywrite_url, headers = cls.headers).content
# copywrite[:4] = b"CZIP" # @& IP

version, unknownl, size, unknown2, key = struct.unpack_from("<5I", copywrite,

if version = curr_version:
logging.info("no update for version %d", curr_version)
with open(cls.version_file, "wb+") as handle:
handle.write(struct.pack("<3I", version, check_time, update_time))
return
logging.info("new version %d, size %d", version, size)

update_time = int(time.time())
qgwry = requests.get(cls.qqwry_url, headers = cls.headers).content

head = bytearray(0x200)

for i in range(0x200):
key = (key = 0x805 + 1) & OxFF
head[i] = qqwry[i] " key

qgwry = head + qqwry[0x200:]

data = zlib.decompress(qqwry)

with open(cls.tmp_file, "wb") as handle:
handle.write(data)

with open(cls.version_file, "wb+") as handle:
handle.write(struct.pack("<3I", version, check_time, update_time))

aclassmethod
def cover(cls):

if os.path.isfile(cls.tmp_file):
shutil.move(cls.tmp_file, cls.target_file)

aclassmethod
def updateAndCover(cls):

__name__ = '__main__

cls.update()
cls.cover()
logging.info("[DONE]")

QQwryUpdater.updateAndCover()
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