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Figure 1: Proxmark3 Easy

2 RREF

£ Homebrew %% proxmark3 &Fif

brew tap proxmark/proxmark3
brew install --HEAD proxmark3

3 FREMH

Z3FM proxmark3 MEIHLERIA, —RERBENEEREET Key,
AN LG E Proxmark3, B&i&%& /dev/tty.usbmodem*****

git clone https://github.com/Proxmark/proxmark3.git
cd proxmark3

make clean

make
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./client/flasher /dev/tty.usbmodemx**xx -b bootrom/obj/bootrom.elf
< armsrc/obj/fullimage.elf

# IEREMEMZE, BRENBMRERETN, EEMNLEEN
proxmark3 /dev/tty.usbmodemxxxxx*

4 SHlF

Figure2: ID. IC &

AR ERF

proxmark3> hf 14a read
UID : e5 2c 98 f0
ATQA : 00 04
SAK : 08 [2]
Field dropped.
proxmark3> hf mf chk @ A
--chk keys. sectors: 1, block no: 0, key type:A, eml:n, dmp=n checktimeout=471 us
No key specified, trying default keys
chk default key[ 0] ffffffffffff
chk default key[ 1] 000000000000
chk default key[ 2] afala2a3a4ab
chk default key[ 3] bOb1lb2b3b4b5
chk default key[ 4] aabbccddeeff
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la2b3c4d5e6f
123456789abc
010203040506
123456abcdef
abcdef123456
4d3a99c351dd
1a982c7e459a
d3f7d3f7d3f7
714c5c886e97
587ee5f9350f
a0478cc39091
533ch6c723f6
8fd0a4f256e9

default
default
default
default
default
default
default
default
default
default
default
default
default

key[ 5]
key[ 6]
key[ 71
key[ 8]
key[ 9]
key[10]
key[11]
key[12]
key[13]
key[14]
key[15]
key[16]
key[17]

chk
chk
chk
chk
chk
chk
chk
chk
chk
chk
chk
chk
chk

leee| ffffffffffff | ? |

R | -mmmmmmm e |

proxmark3> hf mf nested 1 0 A ffffffffffff d

--nested. sectors:16, block no: 0, key type:A, eml:n, dmp=y checktimeout=471 us
Testing known keys. Sector count=16

nested ...

Nested statistic:
Iterations count: 0O
Time in nested: 0.328 (inf sec per key)

I I
Iseclkey A Ires|lkey B Ires|
l---l------——————— e I---1
loo| FFFFFFFFFFFF | 1 | FREFFFFFFFFF | 1 |
lo01] FEEFFFFEEFFF | 1 | FEFFFFFFFFFF | 1 |
loo2| FREFFFFFFFFE | 1 | FREFFFFFFFFE | 1 |
l003] FFFFFFFFEFFF | 1 | FREFFFFFFFFF | 1 |
loos] FFFEFFFFEFFF | 1 | FREFFFFFFFFF | 1 |
l005] FEEFFFFFFFFF | 1 | FREFFFFFFFFF | 1 |
leeel ffffffffffff | 1 | FFEFFFFFFFef | 1 |
leo7] FEEFFFFEFFFE | 1 | FEEFFFFFFFFF | 1 |
loos| FFFFFFFFFFFF | 1 | FREFFFFFFFFF | 1 |
l009] FFFFFFFFEFFF | 1 | FREFFFFFFFFF | 1 |
lo10] FEEFFFFEEFFF | 1 | FEFFFFFFFFFF | 1 |
lo11] FREFFFFFFFFE | 1 | FREFFFFFFFFE | 1 |
lo12] FFFFFFFFEFFF | 1 | FREFFFFFFFFF | 1 |
l0131 FFFFFFFFEFFF | 1 | FREFFFFFFFFF | 1 |
lo14] FEEFFFFEEFFF | 1 | FEFFFFFFFFFF | 1 |
l015] ffffffffffff | 1 | FFEFFFFFFFef | 1 |
I

Printing keys to binary file dumpkeys.bin ...
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proxmark3> hf mf dump

#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED
#db# READ BLOCK FINISHED

#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
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#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
Successfully read block
#db# READ BLOCK FINISHED
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Successfully read block 3 of sector 9.
#db# READ BLOCK FINISHED

Successfully read block © of sector 10.
#db# READ BLOCK FINISHED

Successfully read block 1 of sector 10.
#db# READ BLOCK FINISHED

Successfully read block 2 of sector 10.
#db# READ BLOCK FINISHED

Successfully read block 3 of sector 10.
#db# READ BLOCK FINISHED

Successfully read block © of sector 11.
#db# READ BLOCK FINISHED

Successfully read block 1 of sector 11.
#db# READ BLOCK FINISHED

Successfully read block 2 of sector 11.
#db# READ BLOCK FINISHED

Successfully read block 3 of sector 11.
#db# READ BLOCK FINISHED

Successfully read block 0 of sector 12.
#db# READ BLOCK FINISHED

Successfully read block 1 of sector 12.
#db# READ BLOCK FINISHED

Successfully read block 2 of sector 12.
#db# READ BLOCK FINISHED

Successfully read block 3 of sector 12.
#db# READ BLOCK FINISHED

Successfully read block 0 of sector 13.
#db# READ BLOCK FINISHED

Successfully read block 1 of sector 13.
#db# READ BLOCK FINISHED

Successfully read block 2 of sector 13.
#db# READ BLOCK FINISHED

Successfully read block 3 of sector 13.
#db# READ BLOCK FINISHED

Successfully read block 0 of sector 14.
#db# READ BLOCK FINISHED

Successfully read block 1 of sector 14.
#db# READ BLOCK FINISHED

Successfully read block 2 of sector 14.
#db# READ BLOCK FINISHED

Successfully read block 3 of sector 14.
#db# READ BLOCK FINISHED

Successfully read block 0 of sector 15.
#db# READ BLOCK FINISHED

Successfully read block 1 of sector 15.
#db# READ BLOCK FINISHED

Successfully read block 2 of sector 15.
#db# READ BLOCK FINISHED

Successfully read block 3 of sector 15.
Dumped 64 blocks (1024 bytes) to file dumpdata.bin
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®E—KFNZAF, FEEABNMANT

proxmark3> mf 14a read
proxmark3> restore
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